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Disclaimer and Terms of Use:
 

The contents of this publication are based on the author’s personal
experience and research. Your results may vary based on your individual
situation, and there are no guarantees concerning the level of success you
may experience. The author has used their best efforts in preparing this
publication and makes no representations or warranties with respect to the
accuracy, applicability, fitness, or completeness of its contents. The
information contained in this publication is strictly for informational
purposes. Examples in this publication are not to be interpreted as a promise
or guarantee of a success. Therefore, if you apply the examples or ideas
contained in this publication, you are accepting full responsibility for your
actions. The author shall in no event be held liable to any party for any direct,
indirect, punitive, special, incidental or other consequential damages arising
directly or indirectly from any use of this material, which is provided "as is",
and without warranties. As always, the advice of a competent legal, tax,
accounting or other professional should be sought.

The author does not warrant the performance, effectiveness or
applicability of any websites listed in or linked to this publication. Some links
may change or even not work for many reasons beyond the control of the
author. All links are for informational purposes only and are not warranted
for content, accuracy or any other implied or explicit purpose.
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Overview
 

“We can’t pay our bills this month”, the Executive Director of Helping Hands
mumbled in a meeting room occupied with three of the nonprofit’s board
members. The eerie silence that followed his announcement was deafening.
The Executive Director leaned back in his chair, took a deep breath and
proceeded to explain: “We only had enough funding to hire one Accountant,
so I hired Tim and put him in charge of everything. Tim was responsible for
accepting the cash from our clients, depositing checks, posting daily
transactions to financial records, and reconciling monthly banks statements.
Now Tim is missing along with $50,000 from our organization’s bank
account. It turns out that he’d been manipulating the accounting records for
months, and when I finally realized what was going on, it was too late. Tim is
gone, and our organization can’t survive this big of a hit. If we can’t raise the
money by the end of the week, we’ll have no other choice but to cease
operations.”

The story you’ve just read is fictional, but the underlying concept behind 
what can happen when one individual handles numerous phases in an 
accounting cycle is quite real.  Though the scenario emphasizes the 
importance for non-profit organizations to establish internal controls, it also 
reveals how organizational size will greatly influence the degree to which 
controls can be implemented.  I’ve personally audited over one-hundred non-
profit organizations, with staff ranging from five to several hundred 
employees.  My observations highlight the obvious: smaller non-profits 
generally lack adequate internal controls, and therefore struggle to safeguard
their organization’s assets.  Fortunately this does not have to be the case!  
With just a little creativity and time-investment, organizations of any size can 
successfully achieve adequate controls.  

I’ve been an Auditor with Los Angeles County for over 16 years, so my
knowledge of the subject matter is mostly from an auditing perspective. For
that reason the benefits of reading this book are two-fold: you’ll not only
learn how to safeguard your organization’s assets, but my goal is to also help
you obtain a good rating during an audit review of your nonprofit’s internal
controls (i.e. no deficiencies). I should make it clear, however, that even the
most sophisticated internal control systems have been successfully
manipulated by the craftiest of crooked minds. Thus, you may never be able



to prevent theft completely no matter what system you put in place.
Nevertheless, this book will cover the most essential control procedures that
even the smallest of nonprofits can employ to reasonably ensure that assets
are kept safe from misappropriation.

The Benefits of Establishing Internal Control
Procedures
 

We’ve all applied internal controls to some extent in our day-to-day 
activities.  We lock up our homes or install security systems to prevent 
unwanted entry; we keep social security cards, bank cards and credit cards in 
a secure location to prevent identity theft; and we even have passwords for 
our cell phones or computers to deter unauthorized access to sensitive 
information.  Well internal controls developed for organizations have very 
similar objectives. They are procedures put in place by an organization to 
ensure that assets are adequately safeguarded, and financial transactions are 
accurate, reliable and executed as authorized.  Put simply, they are the actions 
taken to make sure that no one with direct ties to your nonprofit (i.e. 
employees, volunteers, consultants, etc.) steals your organization’s stuff!  

Some nonprofits complain that establishing and implementing internal 
controls takes up too much time—and in their words “time is money”.  I do 
agree that the cost of implementing internal controls should not exceed the
expected benefits. However, I can assure you that in most cases the benefits 
of establishing internal controls will far outweigh the time/money it takes to 
implement them.  Two of the most obvious benefits of establishing internal 
controls are: (1) to help safeguard organizational assets, and (2) to ensure the
integrity of financial reporting. But there are a third and fourth benefit that
are less obvious but just as detrimental to the success of your organization: 
(3) increased funding and (4) operational efficiency.  Let’s take a look at both 
the obvious and less obvious benefits in more detail, and you’ll gain a better
understanding as to why your organization needs control procedures in the
first place.

Helps safeguard assets:  What if you discover that an employee in charge of
receiving check payments from clients has been endorsing the checks in a
way that allows for deposit into his/her own personal bank account? Or say



one day during an internet surfing session you run across your nonprofit’s
furniture or computer equipment for sale on EBay or Craigslist.
Unfortunately nonprofits are not immune to the deliberate theft and 
misguided intent of others to use funds or assets (equipment, furniture, etc.) 
for unauthorized purposes.  Establishing adequate controls will help to 
prevent your nonprofit’s money and physical assets from being stolen, 
misused, or accidentally destroyed.  

Ensures the reliability of financial records:  What would happen if your 
Accountant/Bookkeeper neglects to log in a $50,000 purchase of computer 
equipment at the beginning of the month?  The most damaging effect is that 
your nonprofit’s cash balance would be grossly overstated; giving the false 
appearance that there is more cash available then there actually is.  This 
mirage of money will induce further spending, and if left undetected, the 
mistake will land your organization in the red before month’s end.  So what 
can management do to ensure that accounting transactions are properly 
recorded, and that all of the assets and liabilities presented in the 
organization’s financial statements actually exist? You guessed it….establish 
internal controls at the bookkeeping level.  By doing this, you can reasonably 
expect that revenues and expenses have been authorized and recorded, and 
that financial statements adequately represent the financial position of your 
organization. 

Increases funding opportunities:  If you operate a public charity nonprofit, 
then you know the struggles of relying on donor contributions, grants and 
fund-raising activities to achieve your organization’s mission.  Perhaps your 
organization is funded through membership fees or maybe even from one 
large substantial donor.  Regardless of the source of support, one underlying 
fact remains the same—in one way or another someone is giving your 
organization money to sustain its operations.  If you’re not able to provide a 
reasonable assurance that assets are being safeguarded, why would anyone 
relinquish their hard-earned money or approve the spending of tax-payer 
grant funding?  Think of it like this:  would you give your teenager $500 to 
go shopping at the mall if you knew he/she didn’t have a wallet, purse or at 
least a pocket to put it in?  I certainly hope not! The bottom line is that your 
reliance on support makes it beneficial for contributors to feel confident that 
your organization is capable of keeping their donations safe. 

Promotes operational efficiency: Operational efficiency is a measure of
your nonprofit’s ability to maximize its funding in order to deliver quality



services, and increase public support for its mission.  Numerous financial 
reporting errors and occasional instances of theft can drain organizational 
assets and therefore decrease operational efficiency.  Internal controls help
identify and eliminate asset-draining elements by ensuring that
management/board policies, procedures, and practices are being executed by
support staff as intended. And by spending less money to run your nonprofit,
you can reach more people, gain more financial support, and ultimately
increase the number of lives positively affected by the good service of your
organization.

5 Essential Components of Internal Controls
 

There are five essential components that make up an effective system of
internal controls: (1) control environment, (2) risk assessment, (3) control
procedures, (4) information and communication, and (5) monitoring. These
components are developed from a combination of how management provides
organizational services and how he/she plans and controls organizational
activities. Although smaller organizations may implement these components
differently, they can be affectively applied to organizations of all sizes
(small, medium and large). As you read through the five components
described below, you’ll notice that a few of them appear to be separate and
guided by their own set of rules and processes.  As such, you may be misled 
into believing that your organization can establish effective controls by just 
implementing one or two of the components.  Do not fall victim to this 
misconception.  All five components are interrelated, and it’s only by their 
collective implementation that a total system of internal controls can be 
established.  

Control environment is the tone set by management that promotes a 
conscious awareness of controls at all levels of the organization.  Factors of 
this environment include ethical values, integrity, leadership philosophies, 
and professional standards.  The control environment set by your 
organization will be the foundation for all other components of internal 
controls.  If you’re unsure of the tone set within your organization, try using 
this control environment questionnaire to evaluate your organization’s 
current environment.  If you’ve answered “no” to any of the questions, you 
may want to consider implementing new practices to create a stronger 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0CDYQFjAB&url=http%3A%2F%2Fnasact.org%2Fnasc%2Fcommittees%2Fmultistate%2Fdownloads%2FControl%2520Environment.doc&ei=BntTUtLAEqGFiAKtqICYBw&usg=AFQjCNGPX5xKuH06tSargQ3SQwfTNI_29g&sig2=pxYxeyWJvsNH_4-k6AASeA&bvm=bv.53760139,d.cGE


control environment.

Risk assessment is the identification and analysis of potential risks (i.e. 
possibility of error, fraud, and mismanagement) that may impair your 
organization’s ability to carry out its mission and objectives.  Once an 
assessment is conducted, it becomes the basis for developing your 
organization’s internal control procedures in order to manage the risks.

Control procedures are the activities put in place to address the risks 
uncovered in your assessment.  They include a range of procedures that are 
performed at all levels, phases and functions throughout the organization.  
Without control procedures it will be difficult (if not impossible) to achieve 
organizational objectives and secure company assets. 

Information and communication focuses on the need for management to 
communicate relevant and quality information to all personnel.  Basically, 
you need to inform your organization’s staff of their roles and 
responsibilities in the internal control system.  It is essential that instructions 
are clear and concise so that employees can understand their role and its 
importance in maintaining effective internal controls. 

Monitoring is an ongoing process that evaluates whether or not your internal
control system is doing what it’s supposed to do.  This phase involves on-
going monitoring activities such as supervision, reconciliations, checklists, 
comparisons, performance evaluations, and status reports.  Internal control 
weaknesses uncovered through monitoring activities should be addressed and
reported immediately so that necessary modifications can be made in a 
timely manner. 

Our Focus
 

In this book I’ve chosen to focus primarily on the “control procedures”
component of internal controls for two reasons: (1) controls procedures are
the “meat and potatoes” of an internal control system; and (2) they are also
the most verifiable component of an internal control audit. Consequently
you’ll learn how to develop and implement the most important component of
an internal control system while gaining a bird’s eye view of the internal
control auditing process. Still, my focus on control procedures should not



take away from the significance placed on the other four components. As I
previously stated, using the five components collectively is the best and most
effective way to establish a complete system of internal controls for your 
organization.  

Within our focus are two primary types of control procedures – preventive 
controls, and detective controls:  

(1) Preventive controls are aimed at preventing irregularities from 
occurring.  They are proactive measures that help to ensure that departmental
objectives are being met.  Examples of preventive controls are:

a. Separation of Duties: The most important process in developing sound 
internal controls is to establish a “separation of duties.”  A separation of 
duties refers to a system of checks and balances in which no financial 
transaction is managed by only one person from beginning to end.  There are 
many rules that govern how responsibilities should be separated within an 
organization.  In general, policies should be implemented that do not allow 
for any one person to have control over the authorization, custody and 
review functions in any accounting cycle. 

b. Approvals, Authorizations, and Verifications: These three procedures
include a thorough review of supporting information to verify the accuracy
and validity of organizational transactions (i.e. purchasing, hiring, posting
financial transactions, etc.). For example, a supervisor’s signature of approval 
signifies that he/she has verified and validated that a specific transaction 
meets the organization’s established guidelines and procedures.  Approval 
authority should be proportionate with the nature and significance of any 
given transaction.  In other words, you would not want a supervisor approving
an asset purchase of $50,000.  A purchase of that size should be approved by 
upper management or a member of the organization’s Board of Directors. 

c. Security of Assets: The process of securing organizational assets is both
detective and preventive. It’s preventive when access to equipment,
inventories, securities, cash and other assets are restricted. The process
becomes detective when assets are periodically counted and compared to
amounts shown on inventory or control records. While it is important to take
both preventive and detective control measures when safeguarding assets, my
personal opinion favors the preventive side of the securing process. My
justification for this is quite simple—if someone steals your organization’s



cash, equipment or inventories, then there is nothing left for you to count!

(2) Detective Controls are the reverse of preventive controls in that they are
designed to find irregularities after they’ve already occurred. Detective
controls also function as a counterpart of preventive controls because they
provide evidence that preventive controls are functioning as intended. Here
are some examples of detective controls:

a. Reviews of Performance: Performance reviews are designed to measure 
the extent to which goals and objectives are being achieved.  This process is 
necessary because it allows your nonprofit to pinpoint which areas within the 
organization are not operating efficiently.  Reviews can be accomplished by
comparing information about the organization’s current operations to
budgets, forecasts, prior periods, or other benchmarks. Unexpected results or
unusual conditions requiring follow-up should be addressed immediately to
prevent further inefficiencies.

b. Reconciliations: Reconciliation is the process of ensuring that two sets of
records are in agreement and are accurate. It involves comparing information
that exists in two systems or locations and analyzing/correcting any exposed
differences. For example, reconciliation is the key process used to determine
whether the money leaving your organization’s bank account (per monthly
bank statements) matches the cash disbursement transactions recorded in the
accounting records. If the accounting records are missing any cash
transactions that are being reported on your organization’s bank statement,
the variances should be investigated and corrected right away so that the
information is accurate, complete and consistent in both sets of records.

c. Physical Inventories: It is necessary to periodically conduct a complete
count of your organization’s existing fixed assets (property, equipment,
furniture, vehicles, etc.). The primary purpose of a physical inventory is to
verify the existence, condition, and usability of your organization’s assets. An
inventory should be conducted either monthly, quarterly or annually to
ensure that all fixed assets are accounted for and maintained in proper
working condition.

d. Audits:  A financial audit is a careful evaluation of your organization’s
accounting operations, fiscal controls, contract budgets, internal controls,
cost, revenue and payroll, to ensure that your financial data is reliable and
complete. If your organization’s annual gross income exceeds $500,000, then



it is generally recommended that you hire an independent auditor (an external
auditor having no personal or professional ties to your nonprofit or its
personnel) to audit your nonprofit at least annually.  However, if your 
organization expends more than $500,000 in federal funds annually, then an
independent financial audit is required by federal regulations. Of course 
independent audits can be quite expensive, and therefore the cost-benefit 
ratio may not be feasible for nonprofits challenged by limited resources. 
Nonetheless, financially capable nonprofits should employ this process in 
order to strengthen its reputation for integrity, transparency, and 
professionalism in the eyes of stakeholders and public supporters.   

Navigating Through Internal Control Procedures
 

Now that we’ve thoroughly covered the fundamentals of internal controls,
we’re finally ready to dive into the development and implementation of
control procedures. The control procedures I’m going to discuss are aimed at
providing a blueprint for small to midsize organizations (5 – 10 employees).
The objective is to help managers of smaller organizations since they are the
ones who experience the most difficulty with developing an internal control
system. My theory ~ if you learn how to establish an effective internal
control system with 5 to 10 employees, then you can reasonably expect to
have a much stronger system with an employee count greater than 10.

For easy navigation I’ve separated control procedures into 3 main phases of
an accounting cycle: Phase I - Cash Receipts; Phase II - Cash Disbursements;
and Phase III - Payroll Processing. In case you’re wondering why I didn’t
include a phase for bookkeeping, it’s because controls for financial
recordkeeping activities are already imbedded in Phases I, II, and III. In my
discussion of each of the 3 accounting phases I’ll provide you with warning 
signs of fraudulent activity (fraud flags), general control procedures 
(preventive and detective), recommended separation of duties, and examples 
of how duties can be separated amongst staff and/or board members.  Also, 
when applicable I’ll share a few of my auditing experiences to emphasize the 
importance of control procedures within vital phases of an accounting cycle.  

I’ve separated control procedures by accounting phases so that you have the 
option of fully implementing the internal controls for each phase one at a 
time.  This will not work for the payroll processing phase however; it should 



only be implemented after the cash disbursements phase (I’ll explain why 
under the payroll section of this book).  If you choose the full
implementation option for the other two phases, you’ll find that the execution
of controls for subsequent phases will be a lot smoother (particularly when it
comes to the separation of duties). Also, feel free to prioritize the
implementation of controls for each accounting phase in the order of those
that will initially benefit your nonprofit the most. For example, if your
organization collects substantial amounts of cash from clients on a daily
basis, then you may want to select “cash receipts” as your first phase for
implementing internal controls. Now let’s begin……

 



PHASE I - CASH RECEIPTS

 

*Fraud Flags: Accounts Receivable Employee: Employee’s lifestyle appears
more lavish (expensive cars, jewelry, homes, clothes, etc.) – Employee refuses
to take vacation/sick leave or declines a promotion – Employee is reluctant to

provide cash receipts documentation to auditors – Employee claims to have lost
or misplaced cash receipts documentation. Financial Records: Bank statements

show unexpected overdrafts or declines in cash balances – There are
discrepancies between bank deposits and accounting entries – Collections on

accounts/pledges receivable are abnormally low – There are unexplained items
on reconciliations.

 

As a nonprofit your organization’s operations rely heavily on its ability to 
raise CASH ~ the most liquid of assets and thus easily confiscated for 
personal use.  These cash receipts may come in the form of donations, 
collections on pledges, government/foundation grants, or proceeds from the 
sale of goods or services.  They can arrive at your organization as checks or 
money orders by way of UPS, direct deposits from online transactions, or 
hand-to-hand cash exchanges. Regardless of how monies are received, its 
highly liquid nature necessitates the establishment of strict controls over all 
phases of the cash handling process.  Although the controls I’ll cover are 
viable for an array of cash receipting methods, your collection practices for 
receiving funds will determine which controls are most applicable to your 
organization.  The number one priority is to limit access to cash so that funds 
are kept safe once they are in the possession of your organization.  

 



Phase I. – Cash Receipts
General Control Procedures

 

Cash Receipts Recordkeeping – Internal controls of cash receiving
activities is not possible without first maintaining an adequate accounting
system. Your organization should maintain a Cash Receipts Journal, within
their accounting system, to record donations, client fees, grants, and any
other income received. At minimum, the entries in this journal should
contain: a date, receipt number, description of the source of receipt, and a
post reference (a number assigned to identify the transaction for referencing
and tracking). Journal entries should always be supported with explanatory
notes and/or sufficient back-up documentation.  

Physical controls:  A good way to safeguard cash once it’s in your 
possession (and prior to depositing in the bank), is through the use of 
physical, mechanical and electronic controls.  Examples of these controls 
include vaults, safety deposit boxes, storage cabinets, alarms, security 
cameras, and television monitors.  While most people may consider such 
controls as security cameras to be a bit intrusive or even demeaning, I think 
the need for them depends on the nature of your organization and the 
likelihood of its cash being stolen.  Remember, your number one goal is to 
protect the assets of your organization even if it’s at the risk of jeopardizing 
employee morale.

Cash Receiving Activities  - An employee first receiving checks or cash 
should prepare a receipt of payment using pre-numbered receipts.  I suggest 
keeping a control log of cash receipts to account for the total of all monies 
received each day. If a control log is maintained, it should contain columns 
for cash receipt dates, receipt numbers, amounts received, and employee 
initials (those receiving funds).  Checks received for payment should be 
restrictively endorsed (signed on the back of the check “for deposit only”) 
immediately upon receipt.  As an additional precaution, it’s wise to have signs 
posted informing clients to request a receipt if they are making a payment.  
This way the client can show proof of payment (particularly with cash 
payments) in the event the cash received “mysteriously” disappears or fails 
to get posted to their account.

Depositing Activities – The frequency of deposits into your nonprofit’s bank 



account should be determined by the volume of funds received.  Receipts 
totaling $500 or more should be deposited within one day of receipt; 
receipts less than $500 may be secured in the office and deposited either 
weekly or when the total reaches $500. Additionally, deposit slips obtained
from bank deposits should be retained and filed systematically. Remember,
the dollar amount on the deposit slips should trace to the daily receipt totals
indicated on control logs.

Receipting/Depositing Reconciliation – Receipts and/or control logs should
be reconciled to deposit slips to verify that all collections are properly 
accounted for and deposited.  At the end of the month, total deposits recorded
in financial records should be compared against your organization’s bank
statement to make sure the documents are in agreement.

Bank Account  – There was a time when nonprofits maintained a separate 
bank account for each program operating within their organization.   This
practice made it a lot easier to keep track of monies being supplied from
various funding sources. Currently, as a standard practice, your organization
only needs to maintain one general bank account for depositing all program
revenue. If your organization operates several programs, then the accounting
records can identify revenue (deposits) and expenditures (withdrawals) for
each program, without having to juggle multiple bank accounts.  

Bank Reconciliation – The bank reconciliation process explains the
difference between the bank balance shown on your organization's monthly
bank statements, and the cash balance shown in your nonprofit’s accounting
records. This process is necessary because the balances in these two 
documents are not always the same, and there are a variety of reasons that 
can cause the amounts to differ.  Variances can be the result of theft, 
fraudulent activity or human error. One of the most common reasons for 
variances is a simple timing factor.  For example, checks written or deposits
made on January 30th will appear in the accounting records, but they will not
have had time to hit the January 31st bank statement.  In this case, it is
necessary to subtract outstanding checks from the bank statement cash
balance, and add deposits in transit to the bank statement cash balance, so that 
it reconciles with the cash balance shown in the accounting records.  Bank 
reconciliations should be performed on a monthly basis, reviewed by 
supervisory personnel, and signed by the preparer and the reviewer.
Variances not explained by the ordinary day-to-day activities should be



investigated immediately.

Non-sufficient Funds (NSF) – Policies should be developed that document 
your organization’s procedures for handling checks returned due to non-
sufficient funds.  In addition, an NSF control log should be established 
documenting the checks, collection efforts and the check status (paid or not 
paid).  

 



Phase I. – Cash Receipts
Separation of Duties

 

When determining which duties to separate within the cash receipting
process, your objective is to make sure that no one employee has control
over all key aspects (receiving, reconciling receipts, depositing, and 
recording).  By separating key functions, you’ll alleviate the opportunity for
an employee to pocket money received on behalf of your nonprofit, and then
cover it up by recording only a portion of what was received.  Following are
the vital functions that should be separated in the management of cash
receiving activities:

Cash Receiving Activities  – Employees receiving cash and preparing
receipts/control log, should not make deposits or have access to the
accounting records.

Preparation of Bank Deposits – The employee that prepares daily receipts
for depositing into the organization’s bank account should not: open mail,
receive cash, prepare receipts/maintain control log, make deposits, reconcile
bank accounts or maintain cash receipts journal/general ledger.

Depositing Cash – Employees making bank deposits should not reconcile
bank statements, receive cash, or handle any bookkeeping functions.

Receipting/Depositing Reconciliation – This should be handled by an
employee that is not responsible for any receipting/depositing functions.

Bookkeeping – An employee who performs bookkeeping functions should 
not have any cash receiving responsibilities.  

Bank Statement Reconciliation – Banks statements should be received and 
reconciled monthly (within 30-days of the bank statement date) by someone 
who is not responsible for any depositing, cashiering or bookkeeping 
functions.  

Review of Bank Statement Reconciliations – Bank reconciliations should be 
reviewed by supervisory personnel for completeness and accuracy.  The
individual reviewing reconciliations should be independent of any depositing, 
cashiering or bookkeeping functions.  



I know right now you’re probably thinking “I’ll have to hire at least 15
employees in order to pull this off!” Well don’t go pleading to the board for
an increase in the staffing budget just yet. If you have a small organization
then you will be happy to know that these duties can be adequately separated
with just five employees and one board member. Consider the following
example of how the duties within the cash receiving process can be separated.
….

Cash Receipts Separation of Duties Example:  (1) The Receptionist 
opens the mail in front of the Secretary and makes a control log of all cash
receipts (2) The Receptionist hands all checks/cash received to the 
Secretary who then makes out a bank deposit slip (3) The control log and 
the deposit slip are given to the Bookkeeper for reconciliation (4) The 
prepped deposits are then forward by the Bookkeeper to the Executive
Director for depositing in the organization’s bank account (5) The
Bookkeeper records the cash receipt transactions in the appropriate
journals/ledgers (6) At the end of the month the Accountant reconciles the
bank statement to the accounting records (7) A board member reviews and
signs the bank reconciliation statement in approval. Viola!

Again, there are no guarantees that 100% of your organization’s cash
receipts will make it safely to the bank. However, by implementing these
cash receipt controls and separating the fundamental duties within the
receipting process, you’ll definitely reduce the likelihood of your
organization’s funds being stolen.

 



PHASE II - CASH DISBURSEMENTS

 

*Fraud Flags: Financial Records: The financial records show a number of
unsupported or unauthorized disbursements – Numerous bounced checks are
reported in bank statements – Aging reports indicate unusually high accounts

payable balances - You find multiple remittance addresses for the same
vendor - Payments to vendors have increased dramatically with no

explanation - You receive vendor complaints of delinquent payments – You
notice excessive miscoding to the same expense account - Invoice numbers

from the same vendor are sequential (it’s unusual for vendor invoice numbers
to be in sequence with a prior month’s invoice because of the likelihood that

the vendor has other clients).

 

Cash disbursements are decreases in organizational funds to purchase the
services, supplies, and assets necessary to operate the program. Internal
controls within the cash disbursement process ensure that expenditures are:
duly authorized, recorded accurately, necessary for program operations and
processed efficiently. They also ensure that purchased assets are routinely
monitored and tracked in order to safeguard them from loss. Following are
the general controls that should be implemented to minimize the risk of
fraud and abuse within the cash disbursement process.

 



Phase II. – Cash Disbursements
General Control Procedures

 

Cash Disbursements Recordkeeping - A Cash Disbursements Journal should
be maintained within your accounting system for chronologically recording
checks written to pay for assets or expenses. At minimum, entries in the Cash
Disbursements Journal should include the date, the check number, a post
reference, and a description of the purpose for the disbursement. Cash
disbursement entries should be supported with explanatory notes and/or
sufficient back-up documentation.

Authorization – Documentation supporting cash disbursements (vouchers,
receipts, etc.) should be reviewed and approved by managing personnel prior
to them signing a check for payment. This can be accomplished by supplying
him/her with an in-house “payment voucher” along with corresponding
invoices or purchase orders. A payment voucher is a form that provides the
details of the cash disbursement transaction (i.e. payee, vendor name, check
number, check amount, payment date, reason for purchase, invoice number,
etc.). Using one is a good way to standardize and enhance your organization’s
internal controls over payments to its vendors and service providers.

Payment Method – All payments for supplies, assets, etc., should be made 
with a company check or credit card as opposed to cash.  This is because 
check/credit card disbursements provide greater protection against loss 
while cash payments are difficult to track and often times lead to 
misappropriation.  However, if your organization maintains its petty cash 
account in a lock box, then purchases made from this account can be made 
with cash.  Just make sure that the authorized limit for your organization’s 
petty cash account is within reason ($500 or less) to preclude large 
purchases.   

Asset Purchases – There are two types of assets: capital and non-capital.  
Capital assets have a purchase price greater than $5,000, a useful life beyond 
one year, and are classified as land, buildings, equipment and improvements.  
Non-capital assets are generally portable, have an acquisition cost of less than
$5,000, a useful life over one year, and include items such as personal 
computers, lap tops, furniture and fax machines.  I’ve made this distinction 
because the type of asset being acquired should dictate the level of 



authorization required to purchase the asset.  Non-capital asset purchases can 
be approved by general managers while capital asset purchases should be 
approved by your Board of Directors.  Both capital and non-capital assets
(with the exception of land and buildings) should be tagged in a visible area
when acquired, and a detailed log (e.g. description, serial number, date of
purchase, and purchase price) should be maintained. In addition, an inventory
of all fixed assets should be conducted at least annually to make sure they are
intact and in workable condition.

Check Signatures – Two signatures should be required on all checks issued 
for cash disbursements.  If this process becomes too cumbersome, try only 
requiring a second signature on checks written over a certain amount (e.g. 
checks over $5,000).  Either way will help to establish a system of checks and
balances within the approval process of cash disbursements.  You should also 
update your list of authorized check signers as needed.  When an authorized 
check signer leaves your organization, make sure to remove him/her from 
your list and forward the revision to the bank.  Otherwise former employees
will still have the capability of signing checks on behalf of your organization.

Cancelled Checks – Your nonprofit should establish (in writing) internal
control procedures for cancelling outstanding checks.  The policy should
describe the minimum steps and responsibilities for processing checks
classified as non-deliverable, lost, stolen or stale-dated (outstanding for over
180-days).

Voided Checks  - The notation “VOID” should be written across the face of 
voided checks, and the signature block should be torn off.  Do not discard 
voided checks; they should be retained so that stolen or missing checks can 
easily be identified.  Also, conduct periodic inspections to ensure that all 
checks (used and unused) are accounted for.  

Blank Checks – Blank checks should be serially pre-numbered, accounted 
for on a monthly basis, and kept in a secured location to prevent any 
unauthorized use.  More importantly, blank checks should never be written 
payable to cash or signed in advance.  

Supporting Documentation – The notation “PAID” and the check number 
and payment date should be written across paid supporting documents 
(invoices, purchase orders, receipts, etc.).  This procedure is beneficial for
tracing paid invoices to cancelled checks, and it also aids in preventing



duplicate payments.

Petty Cash - If your organization chooses to maintain an in-house petty cash 
account, then the cash should be kept safely in a locked box.  Additionally, a 
pre-numbered log should be used to record petty cash purchases, petty cash 
should be reconciled monthly, and unannounced petty cash audits should be
conducted periodically. I must also forewarn you against using petty cash to
pay day-to-day operating costs or make asset purchases.  Petty cash should be
kept at a minimum balance (As previously stated around $500), and it should
be maintained on an imprest system.  What this means is that the money spent
from petty cash transactions should be replenished at month’s end not to
exceed the established fixed amount.  For example, if the authorized petty
cash amount is $500 and you’ve spent $150 for small purchases/expenses,
then at the end of the month a check for $150 should be drawn from the
general operating account to replenish petty cash.  This way petty cash is
restricted so that the authorized custodian can only spend what’s in the
account, and only replenish what’s been spent.

 



Phase II. – Cash Disbursements
Separation of Duties

 

I recall auditing a nonprofit where they employed one Accountant to run 
everything (quite similar to the story I told you at the beginning of the book).  
This individual received cash, handled the bank deposits and recorded all of 
the organization’s financial transactions.  At this point you’re probably 
speculating as to whether or not the nonprofit experienced an enormous cash 
loss as a result of this “one-man” show.  Well the answer is “yes”, but not in 
the way you might have imagined.  As enticing as it may have been, this 
trusted employee did not capitalize on the opportunity to pocket the money 
received on behalf of the nonprofit, and then cover it up by only recording a 
portion of what was received.  What happened was a bit more subtle and a lot 
less dramatic.   

Subsequent to my audit of the organization, the Accountant was forced to go
out on medical leave for over a year. As luck would have it, this happened
almost simultaneously with news of the unfortunate demise of the nonprofit’s
Executive Director. The Executive Director’s replacement was not only
challenged to acclimate himself into the new position, but he was also left to
answer my interrogations about unsupported expenditures uncovered during
the audit. Needless to say, entrusting the Accountant to handle everything
made it impossible for the new ED to validate the unsubstantiated costs, and
the only other person that may have had an inkling of where to find the
missing documents was no longer amongst the living. The end result was a
nice hefty repayment of $60,000 to LA County for the unsubstantiated
expenditures, “Ouch!”  I’m pretty sure you get the idea; therefore, I’ll skip 
the whole “moral of the story” spiel and get right to the point.   The key
duties and responsibilities that should be separated within the authorization,
processing, recording and reviewing of cash disbursements are as follows
(duties should be periodically rotated to prevent and detect fraudulent
activities):

Cash Disbursement Authorization – Cash disbursements should be
approved by an employee that is not responsible for check preparation,
bookkeeping, or bank statement reconciliations. (If you allow one employee to
approve a disbursement, write the check, and conceal it in the financial
records, then all you’ve done is given him/her a green light to Christmas shop



on your nonprofit’s dime.)

Non-Capital Assets  - The individual authorized to purchase non-capital 
assets should not be responsible for ordering/receiving the assets or 
maintaining the asset log.  In addition, the employee who conducts the annual 
physical inventory should not maintain the asset log or receive incoming 
equipment.  So in an organization where the management of assets is
adequately separated, one employee would authorize asset purchases and
conduct the physical inventory; while ordering assets, receiving assets, and
maintaining the asset log would be handled by three other employees.

Preparation of Checks – Checks should be prepared by an employee that is
not responsible for disbursement approvals, check distributions, signing
checks, or recording transactions in the accounts payable journals/ledgers.

Check Signer – Under general control procedures I mentioned that each
check issued for cash disbursements should be signed by two signatories. In
addition to that requirement, the second signer should not be responsible for
writing checks, and should be independent of performing any other duties
within the cash receipts or disbursements process.

Mailing/Distributing Checks – Checks should be mailed/distributed by an
employee who does not prepare checks, sign checks or record cash
disbursement transactions in journals/ledgers.

Controlling Blank Checks – The employee responsible for securing and
monitoring your organization’s stock of blank checks should not: prepare
checks, sign checks, or record cash disbursement transactions in
journals/ledgers.

Petty Cash Custodian – The petty cash custodian should not authorize petty
cash disbursements, prepare checks from the petty cash fund, reconcile the
petty cash account, or approve petty cash disbursements.

Following is an example of how an adequate separation of duties can be 
accomplished with just three employees and a board member.  Keep in mind 
that this is merely an example, and that tweaking may be necessary to fit your 
accounting system and/or software.  

Cash Disbursements Separation of Duties Example:  (1) The Secretary 
opens the mail in the presence of the Executive Director.  He/she prepares 



a payment voucher for each bill/invoice received, and submits vouchers 
and supporting documents to the Executive Director for approval (2) The 
Executive Director reviews the documents, authorizes the payments by 
signing vouchers, and forwards approved vouchers and supporting 
documents to the Accountant (3) The Accountant then draws the checks, 
which automatically triggers the recording of entries into the appropriate 
accounting journals simultaneously.  Checks and supporting documents are
then forwarded by the Accountant to a member of the board for signature
(4) The board member signs all of the checks after verifying them against 
invoices and vouchers, and submits the signed checks to the Secretary for 
mailing or distribution.  

 



PHASE III – PAYROLL PROCESSING

 

*Fraud Flags: Financial Records: The payroll ledger shows a dramatic
increase in overtime that’s not justified by service volume – Your

organization’s banks statements show that tax deposits are substantially less
than those required by current payroll expenses – You notice a high volume of
manually prepared payroll checks – You discover unauthorized payments made
to nonexistent “ghost” employees – You notice fluctuations in payroll-related

expenses in your organization’s statement of activities.

 

Previously I advised against implementing payroll controls until you’ve fully
implemented cash disbursement controls.  I recommended this because there
are several controls within the payroll process that coincide with those
mentioned in the cash disbursement controls (e.g. securing blank checks,
requiring two signatories, issuing checks instead of cash, etc.).  Therefore I
have reduced the number of controls discussed in this section, knowing that 
the cash disbursement controls are in place to mitigate the risk of loss within 
the payroll process.  The segregation of duties are minimized for the same
reason, so I’ve just included them in my discussion of general controls when 
applicable.  

There are three important questions that should be taken into account when
developing a system of internal controls over payroll: (1) Are employees
maintaining accurate attendance records; (2) Have payroll payments been
authorized and approved for distribution; and (3) Are payroll taxes being
remitted to the proper taxing agencies. Now let me explain why I’ve chosen
to single out payroll tax payments as part of this section’s discussion of
controls procedures. After all, tax payments are considered “disbursements”,
and therefore could logically be presumed as having been addressed in the
control procedures for cash disbursements. But there was a recent audit
exposure of a nonprofit’s mishandling of payroll taxes that has prompted me
to highlight the importance of control procedures in this area. The nonprofit
in question was withholding payroll taxes from their employees’ bi-weekly
paychecks; however, tax withholdings were not being submitted to taxing
agencies. By the time the Los Angeles Times publicized the corruption, the
nonprofit had accumulated over $450,000 in unpaid payroll taxes (Read Full
Article). Unsettling isn’t it? Not only does this incident necessitate controls

http://www.latimes.com/local/la-me-foster-wings-20131007,0,826696,full.story


from a taxpayer or management standpoint, but it also demonstrates the need
to invoke procedures that protect the welfare of employees. The following
practices and duty separations address controls from each of these three
perspectives, and should therefore mitigate risks at all three levels.

 



Phase III. – Payroll Processing
General Control Procedures & Segregation of Duties

 

Timekeeping – Daily time and attendance records should be completed and
signed for each one of your employees, including the individual functioning
as the Executive Director.  Employees can either manually record their 
working hours on timecards, or you can invest in a time clock for them to 
punch in and out. Of the two options, computerized time clocks are the most 
secure and accurate method of tracking the attendance of your employees. 
These clocks have built-in controls that: only allow employees to clock 
in/out for their designated shifts, restrict overtime without a supervisory 
override, and eliminate the occurrence of buddy punching.  The clocks are 
also capable of generating exception reports that can be forwarded to 
management for review and approval.  

Timecard Verification – Employee timecards should always be reviewed and 
signed by a supervisory official, and the individual functioning as the 
Executive Director should have his/her timecard signed by a board member.  
This process signifies management’s approval of employee working hours, 
and it also prevents employees from recording more time than they actually 
worked.  You’ll especially want to invoke this process for employees who 
are occasionally required to work overtime. There is a pay premium 
associated with overtime hours, so employees will be more tempted to 
inflate their actual hours in an attempt to collect the additional pay.  

Pay Rate Approvals – Any changes to an employee’s pay rate should be 
approved in writing and signed by an authorized individual.  As an added 
precaution, you should consider requiring two approval signatures for an 
employee’s pay change instead of just one.   Doing so would reduce the risk 
of collusion in altering pay rates. In addition, authorized approvers should not 
be involved in the performance of any payroll processing duties (e.g. 
recording payroll transactions in ledgers, signing payroll checks, etc.).

Check Distribution – When manually issued, (as opposed to direct deposit) 
payroll checks should be handed directly to employees, and the exchange 
should require the employee’s signature.  This task should be handled by 
someone who is not involved in timekeeping, calculating employee payroll 
compensations, certifying payroll attendance records, or reconciling bank 



statements.  Both safeguards will prevent an individual from fraudulently 
creating a payroll check for a ghost employee (

, and then depositing the check 
into his/her own bank account.  Also, if an employee is absent on a day when 
pay checks are distributed, make sure to lock their check in a secure location 
to prevent it from being stolen and cashed.  

Payroll Account – If feasible, you should maintain a separate checking
account for payroll transactions. The account should only be funded each pay
period in an amount equal to the period’s payroll obligation. So if your total
payroll for March is $30,000, then only $30,000 should be deposited in the
payroll account during that month. If an employee fraudulently increases the
amount on an existing paycheck or tries to create an entirely new one, the
funds in the account will not be sufficient to cover the altered check.

Payroll Recordkeeping – Your nonprofit should maintain a payroll register 
showing gross wages, hours worked, pay rates used, tax deductions, and net 
pay for each pay period.  The information summarized in the register should 
be routinely compared to payroll checks and tax payments to make sure they 
are consistent.  This comparison process should be conducted by an 
employee who is not responsible for any of your organization’s bookkeeping 
functions. 

Payroll Tax Payment Verification – Employers must withhold federal
income tax, social security and Medicare taxes on behalf of their employees,
and deposit these taxes in full to an authorized bank or financial institution
pursuant to Federal Tax Deposit Requirements (visit the IRS website for
information on tax withholding requirements). Failure to forward taxes to the 
IRS will result in an accumulation of back taxes and interest, which can add up 
if the default goes undetected for a substantial period of time.  

Now although the payroll tax horror story that I told you involved an in-
house perpetrator, you mustn’t assume that your organization is not at risk of
fraud if using an outside payroll service company.   Ultimately it is the 
employer’s responsibility to ensure that payroll taxes withheld from 
employee paychecks are remitted to the proper taxing agencies.  Therefore, 
your organization is liable and must establish controls whether using an 
outside payroll company or an in-house payroll department.  If your 
organization has been maintaining adequate payroll records, then reconciling 
bank statements to the financial records should uncover any shenanigans.  Of 

http://www.irs.gov/Businesses/Small-Businesses-&-Self-Employed/Employment-Taxes-2


course the individual responsible for this task should not be involved in any 
payroll processing functions.  I also suggest checking online to make sure 
employee withholdings have been forwarded to the IRS as required.  This can 
be accomplished through the government’s Electronic Federal Tax Payment 
System at eftps.gov. The site will post tax payments received by the
government within a day or so of receipt, and this information can be verified
against payroll documentation for discrepancies. Unpaid taxes can have
serious consequences for employers and employees so discrepancies should
be resolved immediately.

Now let’s walk through a payroll scenario so you can fully understand how
the entire process should flow during a typical pay period:

Payroll Scenario: (1) A Counselor maintains a manual/clocked timesheet
documenting the days and hours worked during the pay period (2) The
Counselor signs his/her timesheet at the end of the pay period and submits
it to a supervisor for review and approval (3) The Supervisor reviews the
timesheet for completeness, certifies its accuracy with his/her signature,
and then forwards it to the Accountant for processing (4) The Accountant
checks the timesheet for completeness and signature approvals (a
paycheck will not be issued without proper certification of the
Counselor ’s timesheet). The approved hours are entered into the payroll
journal/register (or forwarded to an outside payroll company), all
pertinent calculations are automatically generated (gross pay, tax
obligations, necessary deductions, and net pay), and a check is printed or
manually written and forwarded to the Executive Director for signature.
(5) The Executive Director compares the check to the payroll
register/timesheet, signs the check in approval, and hands it to the
Secretary for distribution.

As you can see, I’ve demonstrated a scenario where adequate controls were 
maintained with the use of 4 employees (not including the Counselor). If 
necessary, you can actually eliminate an employee by combining the 
Supervisor’s and Executive Director’s duties into one individual.  Because the
duties of signing paychecks and certifying payroll attendance reports do not 
have to be separated, this union will not compromise payroll controls.  

What Next
 

https://www.eftps.gov/


Documenting Internal Controls - Now that you have a road map for
establishing internal controls, you’ll want to officially document your chosen
procedures.  The two most common forms of documenting control
procedures are flowcharts and narrative descriptions. Flowcharts describe
the flow of activity through a process map, and the visual can aid in
communicating and understanding the process.  Flowcharts can be
constructed from scratch using an Excel spreadsheet, or you can download a
free flowchart template on the Microsoft website (type “flowchart” in the
search bar).   Narrative Descriptions can either be used to supplement your
flowchart, or they can be used independently as the sole documentation of
internal control procedures.  Used independently, narratives tend to be
lengthy and difficult to understand, and may therefore be less effective for
process description.  In the end however, the important thing is your ability to
communicate to staff, and their ability to understand the process, regardless
of which documentation method you choose.  

Monitoring Internal Controls – No system can be sound unless it’s
continuously monitored for effectiveness and efficiency, and your
organization’s internal control system is no exception to the rule.   While
circumstances may arise where monitoring should be conducted by someone
independent of your organization’s day-to-day operations, continuous
monitoring should be integrated into the normal recurring operational
activities of your organization.  In other words, standard operations should
already include reconciliations, budget variance reporting, inventory counts
and other routine monitoring actions.  Spot-checking transactions (cash 
receipts/disbursement) or basic sampling techniques can also provide an 
assessment of the effectiveness of your control system.  The monitoring
process is complete when discrepancies and variances are reported to the
appropriate personnel for resolution. Minor deficiencies can be reported to
management while serious matters should be reported to top administration
and governing boards. Over time, fewer monitoring discrepancies will fuel
confidence in your system’s ability to do exactly what you designed it to
do…..safeguard your nonprofits assets!

Helpful Resources
 

As a bonus for purchasing this book, I’ve included a few resources that might

http://office.microsoft.com/en-us/templates/?CTT=97


be helpful tools for growing your organization:

Free Management Library: The Library provides free, easy-to-access,
online articles for individuals, groups and organizations. 
www.managementhelp.org

California Association of Nonprofits (CAN): CAN is a national nonprofit
leader that works as an advocate to reduce administrative burdens for
nonprofits.  www.canonprofits.org

SAMHSA – Substance Abuse and Mental Health Services Administration 
(SAMHSA) was established to target people in need of substance abuse and 
mental health services.  SAMHSA provides states, providers, communities 
and the public with the best and most up-to-date information about behavioral 
health issues and prevention/treatment approaches. By visiting
http://store.samhsa.gov/home, you’ll be able to order and download free
publications and videos related to treatment, prevention, and recovery from 
substance abuse and mental health issues.  These resources can be used for 
training purposes, outreach campaigns, or stocking a client resource counter 
at your organization.

IRS – The IRS offers many free classes to assist nonprofits.  Many courses 
are offered online, or you can schedule a conference call to discuss issues 
regarding your organization.  Courses offered include assistance with filing 
out and complying with Form 990; and help with payroll, tax forms, or any 
tax-related questions.  You can visit www.irs.gov to get more information
about training courses provided by the IRS.

SCORE – The Service Corps of Retired Executives (SCORE) is a nonprofit 
association that assists small businesses in America by helping them start, 
grow, and succeed.  With the many free services offered by SCORE, your 
organization can obtain resources, templates and tools to strengthen its 
capacity and/or increase its funding.  For information on local workshops and 
events in your area, visit www.score.org.

ONTRACK – A social justice organization that provides free consulting
services and training to nonprofit organizations. Their service is designed to
strengthen programs for underserved communities by collaborating with
diverse groups, leveraging knowledge, and advocating for policy change to
improve social justice outcomes. To get more information about the services

http://www.managementhelp.org
http://www.canonprofits.org
http://store.samhsa.gov/home
http://www.irs.gov


provided by ONTRACK, visit http://www.getontrack.org.

My Services – Part of establishing an effective internal controls system is
developing good accounting practices to track every dollar received and
spent by your nonprofit. The objective is to provide management with
reliable financial data that can assist them in the planning, measurement,
control and evaluation of your nonprofit’s program operations. More
importantly, if you are a federal tax-exempt organization, your nonprofit has
special reporting standards that make it necessary to maintain a good 
accounting system.  The reporting standards were established by the 
Financial Accounting Standards Board (FASB) Statement No. 117; and they 
specify how assets, liabilities, net assets, revenues, expenses, gains, and loses 
should be reported.  According to FASB Statement No. 117, nonprofit 
organizations must provide: a Statement of Financial Position, a Statement of 
Activities, and a Cash Flow Statement.  In addition, health and welfare 
organizations are required to provide a Statement of Functional Expense.  
For more information on financial reporting requirements, you can read my 
article on FASB Statement No. 117.

If your organization does not currently have an accounting system in place,
I’ll be more than happy to assist you in developing a system to fit the specific
needs and budget of your organization. Just visit my website and complete
the “get a quote” contact form. This will help me learn a little about your
organization and give me a better understanding of how I can help you with
your accounting needs. Also, as a bonus for purchasing this book, place
“Code 7851” in the line that asks “how did you hear about us” and receive
your first month of accounting services absolutely free.

Lastly, if you have not applied for your organization’s federal tax exemption,
you’ll benefit from my do-it-yourself guide, “501c3 In 12 Steps”. This step-
by-step guide is an alternative to obtaining 501 (c)(3) federal tax exemption,
without having to pay the fees associated with hiring a consultant. Utilizing
my personal experience, I simplify the process of applying for federal tax
exemption into 12-steps. I provide tips, explanations and insight as I guide
you line by line through the tax exemption application; and the “Sneak-A-
Peek Edition” allows you to peek at the documents I submitted to the IRS
when applying for my own nonprofit’s tax exempt status. The book is
available on Amazon and a variety of formats, all of which can be accessed on 
my website.  

http://www.getontrack.org
http://jdaccountingsolutions.com/non-profit-financial-statements-required-fasb
http://jdaccountingsolutions.com/contact-us/client-interview/
http://jdaccountingsolutions.com/501c3-in-12-steps/
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